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S+SNZ members,
We work with you, 
for you.



• Insurance Brokerage Firm 

• Work on behalf of businesses and professionals to 
obtain the most comprehensive cover

• Operating since 2005

• Auckland, Christchurch & North Canterbury

GSI Insurance Partners



Professional Indemnity & high risk Liability occupations

Specifically, Multi-disciplinary firms:

• Land Surveyors 
• Engineers of all types
• Civil
• Geotechnical
• Mechanical

Specialising in...

• Project & Construction Project 
Management 

• Quantity Surveyors 
• Construction Estimators
• Town planners 



Glenn Stone
Managing Director

• 25 years of experience

• 6 years at Vero



Matt Naylor
Senior Broker

• 20 years experience

• 14 years at NZI



Leanne Fiatau
National 
Claims Manager

• 20 years experience

• 11 years at AIG

• Handles all claims for

S+SNZ 



How we work 
with you...

• Diamond partners of Survey and Spatial New Zealand fo r 8  ye a rs  
a n d  co u n t in g

• Proud sponsors of Kairuri Community Trust , su p p o rt in g  g ro w t h  
a n d  e d u ca t io n  in  t h e  in d u st ry

• Continually update our knowledge o f risks , re g u la t io n s  a n d  
le g is la t ive  ch a n g e s sp e c ific  t o  t h e  in d u st ry a lo n g sid e  in d u st ry 
t h o u g h t -le a d e rs  a n d  t h e  S+SNZ h e a d s

• Educate and advise members a n d  lis t e n  t o  t h e ir co n ce rn s o n  
in su ra n ce  o f a n y n a t u re   (in c lu d in g  p e rso n a l p o lic ie s)

• Continually advocate a n d  re w rit e  p o licy w o rd in g s w it h  in su ra n ce  
p ro vid e rs



The Numbers...

Around 90 Survey and Spatial members who choose to 
partner with us

$3,000,000.00 Total value in Professional Indemnity 
claims paid to members

100% Percentage of accepted claims for surveying 
equipment



How we do it

Put simply, we take an ordinary underwriter wording, 
analyse t h a t  w ord in g  in  re la t ion  t o  you r a c t ivit ie s  a n d  
negotiate im p rove m e n t s  t o  cove ra g e  (e xt e n sion ) a n d  
re m ova l o f e xc lu sion s (w rit e b a cks) a n d  t h e n  w e  g e t  t h is  
p re -a g re e d  so  w e  ca n  automatically apply the 
improvements t o  a ll ou r c lie n t s .



Then, when you make a claim we think the entire 
p roce ss  t h rou g h  t o  e n su re  w e  h a ve  slick procedures , 
a dedicated claims team , a n d  t h e  best possible 
external support fo r you  (in c lu d in g  p re -a g re e d  la w ye rs  
w h o  a re  ve ry e xp e rie n ce d  in  you r in d u st ry), so  you  d on ’t  
n e e d  t o  e d u ca t e  t h e m  on  w h a t  you  d o .



Cyber Insurance &
The New Zealand Privacy 
Act 2020

"...it will now be mandatory for organisations to report 
privacy breaches in situations likely to cause serious 
harm to the individual concerned."



Cyber Costs

Turnover

$1mil

$2mil

$5mil

$905

$1,110

$1,640

$1,435

$1,740

$2,225

$1,565

$2,180

$2,810

$250,000 limit of 
indemnity any one 

claim and in 
aggregate

(cost per annum)

$500,000 limit of 
indemnity any one 

claim and in 
aggregate

(cost per annum)

$1,000,000 limit of 
indemnity any one 

claim and in 
aggregate

(cost per annum)



Realexample -
Civil Engineer client

August 2020
• Clients cyber insurance put in place

25 February 2021
• Malware attack
• Issues with Project Management System

1 March
• Client notifies us



2 March
• Dual NZ appoints Incident Manager to review potential breach

• Indemnity was confirmed by Dual NZ regarding the following costs;
- Forensic Costs and Data Restoration Costs
- Legal Representation Expenses

16 March
• Incident Manager reports no successful logins from overseas
• Security actions completed.
• System secured. Client engaging Incident Manager for further cyber 

security advice outside of the claim.



Points to note:
• $1,220 - Cover cost (in place for around 6 months)$1,500 -

Excess$7,270.30 - Claim cost to Dual NZ

• Clie n t  re a c t e d  q u ickly o n ce  b re a ch  w a s d isco ve re d
• GSI im m e d ia t e ly n o t ifie d  Du a l NZ
• Clie n t  co n firm e d  t h e y w e re  ve ry h a p p y 
• Aft e r e xp e rie n c in g  t h is  e ve n t , t h e  in su re d  is   e n g a g in g  a  

cyb e r sp e c ia lis t  t o  a ssis t  w it h  t h e ir cyb e r se cu rit y g o in g  
fo rw a rd .



Realexample 2

CFO authorises USD200,000 t o  b e  m o ve d  fro m  t h e ir a cco u n t

W it h in  a n  h o u r t h is  transaction is set up and authorised b y TW O 
sig n a t o rie s  t o  t h e  b a n k a cco u n t s  w it h in  t h e  co m p a n y, fo llo w in g  ve ry c le a r 
e m a il in st ru c t io n s fro m  t h e  CFO  t o  d o  so

Where's the problem?



It wasn't the CFO
The SUPER URGENT e m a il d id n ’t  co m e  fro m  t h e  CFO a t  a ll.
Th is  a ll h a p p e n e d  w it h in  a n  h o u r o f t h e  CFO g o in g  t o  lu n ch .

It  c a m e  fro m  t h e  h a cke r w h o  h a d  sat in their system lo n g  
e n o u g h  (p o t e n t ia lly m o n t h s a s  w e  u n d e rst a n d  it ) s t u d yin g  
h o w  t h e y co m m u n ica t e d , w h o  h a d  a u t h o rit y o n  t h e  b a n k 
a cco u n t  a n d  so  o n .

All it  t a ke s t o  e xp o se  yo u  t o  t h e  p o t e n t ia l fo r m a ssive  lo sse s is  
o n e  e m p lo ye e  opening an email they wish they hadn’t.



Cyber Costs

Turnover

$1mil

$2mil

$5mil

$905

$1,110

$1,640

$1,435

$1,740

$2,225

$1,565

$2,180

$2,810

$250,000 limit of 
indemnity any one 

claim and in 
aggregate

(cost per annum)

$500,000 limit of 
indemnity any one 

claim and in 
aggregate

(cost per annum)

$1,000,000 limit of 
indemnity any one 

claim and in 
aggregate

(cost per annum)



What can Cyber 
Liability cover?

Immediate access & assistance (24/7) from Forensic IT specialists ($400 per 
hour)

Additional key components include:

• Lo ss o f in co m e
• Fo re n sic  IT co st s
• Ext o rt io n  co st s
• Co st s  t o  re s t o re  t h e  n e t w o rk
• Co st s  t o  re p lica t e /re p la ce  lo st  d a t a
• P u b lic  re la t io n s e xp e n se s  t o  re d u ce  p o t e n t ia l re p u t a t io n a l d a m a g e
• Re g u la t o ry fin e s  a n d  p e n a lt ie s
• Th ird  p a rt y d a m a g e s
• P u b lic  re la t io n s co st s
• Fo re n sic s  co st s
• Cla im s fo r co m p e n sa t io n  fro m  cu st o m e rs  o r o t h e r t h ird  p a rt ie s
• Asso c ia t e d  le g a l d e fe n ce  co st s
• Re m e d ia t io n  co st s  in c lu d in g  c re d it  m o n it o rin g , d a t a  re s t o ra t io n



What are 
Remediation costs?

• Credit monitoring co st s
• Cyber extortion co st s
• Data restoration co st s
• Forensic co st s
• Legal representation co st s
• Notification co st s  – w h ich  is  d e fin e d  b y o u r p re fe rre d  u n d e rw rit e r a s  

in c lu d in g  re a so n a b le  fe e s , co st s  a n d  e xp e n se s in  re sp e c t  o f n o t ifyin g  a n y 
n a t u ra l p e rso n , o r le g a l e n t it y w h o se  Da t a  o r in fo rm a t io n  h a s  b e e n  o r m a y 
h a ve  b e e n  lo st .



Privacy Breach
Question one:

Have you had a privacy breach in relation to personal
information held?



What is a Privacy 
breach?

In brief, a privacy breach in this context means -

unauthorised or accidental access to, or disclosure, 
alteration, loss, or destruction of, the personal 
information; or

an action that prevents the agency from accessing the 
information on either a temporary or permanent basis;



Privacy Breach
Question two:

Has there been a notifiable p riva cy b re a ch ?



What is a 
notifiable Privacy 
breach?

A privacy breach that it is reasonable to believe has 
caused serious harm to an affected individual or 
individuals or is likely to do so.

Consider the factors in section 113 of the Privacy Act 2020



Section 113 of the 
Privacy Act 2020:

• Any action taken by the agency to reduce the risk of harm 
following the breach

• whether the personal information is sensitive in nature
• the nature of the harm that may be caused to affected 

individuals
• the person or body that has obtained or may obtain 

personal information as a result of the breach (if known)
• whether the personal information is protected by a 

security measure
• any other relevant matters.



Nature of Breaches

• Identify the point of attack

• W h a t information has been taken , h ow  lon g  t h e  
a t t a cke r h a s  b e e n  in  t h e  syst e m

• Whether there is a credible threat t o  t h e  in fo rm a t ion  
b e in g  d isc lo se d

In  a d d it ion  e xp e rt  (t h in k la w ye rs) con sid e ra t ion  o f t h e  
risks  in  n o t ifyin g  o r n o t  n o t ifyin g  n e e d  t o  b e  
con sid e re d .



Time Critical

• Notification is required as soon as it is reasonably 
practicable to do so , e ve n  if t h e  fu ll e xt e n t  o f t h e  
b re a ch  is  u n kn ow n

• Ge t t in g  t h is  t im e -se n sit ive  d e c is ion  rig h t  is  
reputationally and legally critical



Consider their 
position, not 
yours.



Lessons Learnt...
• Prevention is  t h e  b e st  d e fe n ce

• Train staff to raise awareness

• Encourage staff to question o u t  o f t h e  o rd in a ry in t e rn a l  e m a ils

• Dual signatories

• Two factor authentication

• Company policies

• Blocking overseas IP Addresses

• Social Engineering Fraud

• Cyber Insurance is a good risk management tool

-its the ambulance at the bottom of the cliff



Be aware...
of optional extensions to coverage , because in our opinion the 

optional extensions more often than not should automatically 

form part of the coverage. 

For example, some underwriters include cyber fraud and 

telephone phreaking as optional when the very nature of this 

coverage is in my opinion something every New Zealander would 

expect to be included by default.



What to do next?
• Review your privacy policies t o  e n su re  co m p lia n ce  w it h  t h e  

p riva cy p rin c ip le s

• Prepare for mandatory notifications , in c lu d in g  e n su rin g  t h e re  is  a  
cyb e r a n d  d a t a  in c id e n t  re sp o n se  p la n  in  p la ce , a n d

• Assess w h e t h e r t h e  b u sin e ss  w o u ld  b e n e fit  fro m  cyb e r in su ra n ce

• Assess w h e t h e r t h e  b u sin e ss  w o u ld  b e n e fit  fro m  st a t u t o ry lia b ilit y 
in su ra n ce



Thanks, 
S+SNZ.
Let's chat.
For industry specific 
insurance advice and 
support

and to be in to win!

Visit  u s  a t  Ta b le  No . 5


	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33

